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Want to report a rogue trader?l nn

‘Migrant Helpline' scam email steals bank details

Criminals are using a genuine charity 'Migrant Helpline' to send scam emails that
contain banking malware. If you click on the link in the email a well-known Trojan
(Ramnit) will be downloaded to your device.

Once activated the malware targets and steals personal and business
banking information.

If you receive this email delete it immediately
» Don't click on links or open any attachments
» Check your antivirus software is running and up to date
+ Contact your bank immediately if you think your bank details have been taken
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The scam email looks like this...

Thanks again for donating

We're sending it straight to Migrant Helpline so you'll be making a difference very soon.
Your donation details:

First name: ™

Last name: ****

Tel.
Amount: £196

Donation Reference: 09493495

If you have any questions about your donation, please follow this link and download Your (Donation
Reference 09483495), with the transaction details listed above.

With your help, YeshivaDonatfions can continue to work in Syria and neighbouring countries to deliver
clean water and life-saving supplies to millions of people.

Your generosity 1s bringing much-needed assistance fo families who have lost everything as a result of the
crisis in Syria.

Warm regards,
YeshivaDonation

PROTECT YOUR COMPUTE

Contact Details

For advice and to report issues to KCC Trading Standards contact
Citizens Advice consumer service on 03454 04 05 06
Monday to Friday from 9am to S5pm.
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